alll-

AfaRE OaFke

SHRMILCGESRPE




e PEIEEH S EZE QI R/EIGA
e NEIEEZIAEE QHRA

+ AIS3 Junior @B1# | AIS3 Club @#%
* él%ﬁ 2022@’?’?_% 2021@k/v_
° %ﬁl /|><J/HEI:Z,EI:J|':|:'| » J_,\ﬁ,.ﬁg% i:giﬁi.g

£ ARAZE  ROER  4EEs

A
i
‘:l[wm




-windows IEF A




NE

\
/

0y
4

o fEER

o ERFEE

RANBETEFERREER
[CTFEE 2%

e Notion CTFZ3¢
e {E Ablog

notiondFRICTFZEEE

e exploit
. HEHZRER

log4j shell exploit



>

NEkee;

/I

EEL

BEZER

0 meowk SKTOP-O8JRMBC

[ea:51:01] [INFO] testing ‘'Generic UNION query (NULL) - 1 to 10 columns'

[04:51:040] [WARNING] POST parameter 'password' does not seem to be injectable

[04:51:04] [CRITICAL] all tested parameters do not appear to be injectable. Try to increase values for '--
level'/'-—risk' options if you wish to perform more tests. If you suspect that there is some kind of prote
ction mechanism involved (e.g. WAF) maybe you could try to use option '--tamper' (e.g. '——-tamper=space2com
ment') and/or switch '--random-agent'

[ou:51:04] [WARNING] HTTP error codes detected during run:

500 (Internal Server Error) - 68 times

[*] ending @ Ou:51:04 /2022-12-11/

meowkb % DESKTOP-08JRMEC ~/payload !
% sqlmap -r sqlmap
——H__
o€ . ___ {1.5.7#stable}
- = . [§] zer ol
[t PR s 1 (S R R
[_IV... -] https://sqlmap.org

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is
the end user's responsibility to obey all applicable local, state and federal laws. Developers assume no
liability and are not responsible for any misuse or damage caused by this program

[*] starting @ O4:54:14 /2022-12-11/
[e4:54:14] [INFO] parsing HTTP request from 'sqlmap'

[ou:50:14] [INFO] testing connection to the target URL
got a 302 redirect to 'http://hlck3r.quest:8200/?failed’'. Do you want to follow? [Y/n]
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enter url below , best to have http:// or hitpsz://f
script will only scan, not attack the website

»»¥ IT WILL TAKE FEW MIMUTES TO SCAN, WAIT FOR IT <<<¢
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T numpy as np
tqQda import Tranoe

import sys £ leali@heali: ~fais3fscnn_seript

t time 5 =
t timegut d File Actions Edit View Help
pathlib img 4.331—-; lancardreg.e-land.gov.iw
Lime out d(-'lfc1=d|:~r1-|g e=-land.gaw
200 e==sbuilding.e-1land.
Cime out -:h.".l.'{l*-—--'tu.'lrl

seanurl furl e-land. gov . tw

reurl = time out detecte—=elearning.e-Lland.gov.tw
result = o5, tise out detectessscaring.e-land.gov.tw
context = pe 200&E=par Vg &-land. gov. tw

state = 200 &==d, Land.gov.tw

T ?B[‘:r.—ln}(nuq e-Land ., gov
¥ time out detecte—ils "|L'-Il e- lJll-:I.gu'.-'.r.n
state +* sppemmyoluntesrmatch. e=land.gov. tw
result.close po0e—filewh. é-Lland.gov.tw
rmistate time out detecté—uai.e-land.gov.tw
700 o= juarwed . o-land, gov.iw
Il e==gnipapi.e-Land.gov.tu
time out detectée==cacti.e-land.gov.tw
?Bl]e—-thn:rp!..lu_n-l.1|||1.gn',.ru
Abbe==park.&-land.gov.1w
Ad4e==nkiosk.e |..1nd._qov.tu

handle time

@timeout decorat OWPe==sintel.e-land.gov.tw

time out detecté==wujietravel.e-land.gov.iw

‘t:it'“ I' 200 smmmail . o=land. gov. tw
Y3 argvl 2@l e==xnil.e-land.gov.tw
B0 pebe—water-soil.e-land.gov.tw
prin time out detoctssssiks.s-land.gov,iw
prin 080e=—eipks.e-land.gov. i
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subdomain > M E s FETHEL
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$ ./ais3.sh list.txt|
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PS C:\Users\User> ssh root@l®3.144.32.16
root@103.144.32.16's password:
Welcome to Ubuntu 20.04.4 LTS (GNU/Linux 5.4.0-132-generic x86_64)

| * Documentation: https://help.ubuntu.com
| * Management: https://landscape.canonical.com
* Support: https://ubuntu.com/advantage

System information as of Sun Dec 11 18:27:84 UTC 20822

System load: .02 Processes: 124
| Usage of /: 23.9% of 28.89GB Users logged in: 0]
Memory usage: 25% IPvl address for docker®: 172.17.0.1
| Swap usage: 0% IPvll address for eth®: 183.144.32.16

* Strictly confined Kubernetes makes edge and IoT secure. Learn how MicroKB8s
just raised the bar for easy, resilient and secure K8s cluster deployment.

https://ubuntu.com/engage/secure-kubernetes—-at-the-edge

U7 updates can be applied immediately.
' To see these additional updates run: apt list —--upgradable

New release '22.04.1 LTS' available.

IRun 'do-release-upgrade' to upgrade to it.

| *%% System restart required *#xx
Last login: Fri Dec 9 19:11:10 2022 from 123.241.59.71
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vm vSphere Client

vSphere

Menu v Q) search in all environments C @ v Administraton@VSPHERE LOCAL v

%'Jﬁ%vsphere 2% 8 ERHE
% ZIEA R INEEUN R RINAS
A E{AR2s - GITLAB Server

@




k=
EoF

N\

x| AXIRZCTF
balsn. TSJ

s IE

\
&

=
HEHE

202117
A




Sk
i
W
VIR
/

il
W}
A
xim

fEReEE

web. reverse.
crypto. MISC

‘%IEEI

M B SRVERET] > #E)
[ R 28 R

Ll

SEDECES
BBNAEREE ~ R



NO MASK

pythonEZ-O &5




AMNEZ-slash

A A ~ YR ER EIVRE HillZE BNZE+HEREE
e EV3-G / Arduino o C++ « RAWHEZZE o HIERINIZEE

o fatEIREAlINUX o BEE & Bittiais o WMTIE -~ HHFR THEEEMNEZE
o HERHE o EEHE o {Alflkes « linuxZ4E o ADM EFEFHZEE4E

o 1283 NHZE(WRO. FLL) s BRRVIHE



7l

\
/
=113
-
aap
crrr

+

/H+
as

ol

|4+
(4T

KB ER S R
Varay m ?é ~ \siéa EE%ii: E?:EE l-1 > %%%%
EJE%EEEE/ \% Eﬁ 'Ii’, d ﬂ E_ME E'ﬂ:'fﬁ”ﬂ&%ﬁ EI: $AE

>

alll-

\

|
ma
hva |

I)earu:l{amneﬂzﬂa [ o |mnmmmw
TN ENE SR
)f/sf [T T T T TR [+ &P sotia & Entertainment [ &% wetworking
/ ! Wl M ~ @ Notwork Monitoring ~ [ system Monitoring ~ 5 Home Control
W StatPing LibreSpeed Glances Dozzie Node-RED OctoPrint

GNU nano 4.8
id: 0_696_glcurrentcpu
- type: gl-current-mem
options:
hostname: http://192.168.10.209:61208
id: 1_696_glcurrentmem
- type: gl-system-load
options:
hostname: http://192.168.10.209:61208
id: 2_696_glsystemload
limit: 500
- name: Servers
icon: fas fa-server
items:
- title: Bia
description: Proxmox Testing Server
icon: icons/dashboard-icons/png/proxmox.png
url: https://192.168.10.209:8006/
target: newtab
Hd: o_746_bia
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4 random™ points on sphere

Probability that this tetrahedron
contains the sphere’s center?




-REEEHE T

B R/AIEA

tTEHE S




4R B i B

1=

SCRICT

e SCAICTHEEEM S ZEEE—/E
o gOVEREIF @&

« UCCU Hacker @rX &

o OFDL ¥z AMZEAL @B R mre =g E
o MEEUREER @EIBEA 817 SCAICT

11

H
=
\Ii
{

o SCAICT EXEBZEIMA QFER IR « ZHEE ‘ﬁjgﬁﬂ?%f%ﬂ%ﬁ@;ﬁ

EENZR
e 2022 SCAICT'::'*‘B'%?TH%‘S@%% @A
. 2022 H I/ [ZIARBRBRAREEEHS
. XBITPRH=ROACEERZRT QEE
e 2022 SITCONAREf I EE @42 E
e 2021 P =R EEHERIERT Q24

e GICS XU IEE EFEISE AT ATEMA R8T
LRES) « IRBIEIE - ERUES

“




aln
A

K
oL m

|

i
s

-AIS3 JuniorBh#g




23K Efp e RX
[T my [V /~A — S =

B K Ee
T EEEET ) SEENBhER 1B &k ST EBEE
o WESHEIGIHIZE e AIS3 Junior BhZk e AIS3 Club ##&
. hYEHEIBEES . AIS3 EEERIHE B o BRI B
s PSR ERXZITEE . SIT_CON HoC Bh%k e RNZLITELHFIE
o METRIEEZEEM e NETELZRYIERIE BIZX o BERFEIZRE
T P
== 7 | N _ c
= = "
thi ERlEES AIS3 JuniorBhZx AIS3 ClubH D EH B EE I
EHipython ~ HEIZRS I EBE M REENE - EENE

FEiB“RPG”RYE#HR 5 U



R ERES |

Ir (] FRTEPRAE > R R TE FARAE




